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VISION

Collaboration

Sales force

CRM - ERP

B2B - B2C

NetEye User Group 2024

ITSM - ESM

ITSM - ESM

BUSINESS

= WCIoud
L3 Platform

" IBM Cloud .

Google Cloud

Microsoft*

“ D&LLEMC
NetApp
~ L] -
Database Storage

Data Protocol Virtualization

Hyper_V‘ T vmware

‘wets” Networking ~ ProCurve

pif S

PRODUCTION

. . OPS - SECOPS - SOC
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VISION

Q

NetEve

Collaboration

Company

@

Sales force

CRM - ERP

5

5 IBM Cloud A

Customer

B2B - B2C

ITSM - ESM

Supplier

USER

ITSM - ESM

BUSINESS

Visual Mon
Web Mon
RUM

NetEye User Group 2024

Business Impact
Business Process

SLM - SLA

v?erg‘s,grﬁgeg" Go gle Cloud
WCIoud
Platform
On-Premise
E SAP4 D Hyper-v' (0 vmware| | SQLServer ORACLE pm DLLEMC S3EPC SIMQTTE || Fvperv (@ vmware
—wm £m - — A o
== E | @p “ P E = = ol & ‘H' ‘H'
Business Applications Virtualization Database Storage Data Protocol Virtualization
LR RT RN . P c et ]he 3
0 dub Networking flofue o0 o5 "asco. Networking PWE/"/WG
DATACENTER PRODUCTION
0@
1 1) DEV - DEV OPS - IT OPS - SECOPS - SOC
Datacenter Monitoring System Monitoring Automation
Network Performance Monitoring Observability (metric, Logs, Trace) SIEM

SLI - SLO

UNIFIED MONITORING PLATFORM
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ORGANIZATION - PROCESSES

NetEve

Service disruption?
Reliability?

Status?

Incident Management

Responsiveness - Fit for use

~ Monioring || Observabilty

Incident
G
NetEye User Group 2024

Performance?
Saturation, Scalability?
Resources - Cost
Anomaly Detection - ML

User Experience

Problem

RULE BASED ACCESS

Threat Actor?
Data exfiltration?
Detection Rules

Anomaly Detection - ML

Security



UNIFIED MONITORING PLATFORM

Asset
management

Unified
monitoring

N cloud
Network Log EtEye
performance management since 202 ]

management & SIEM

. IT
Application .
performance Operutlnn
Analytics

management

il

NetEye User Group 2024



NETEYE DEPLOYMENTS PATH

Asset
management

Unified

monitoring

Network Log
performance management
Net Eve 0 management & SIEM

on prem

IT

Operation
Analytics

Application
performance
management

NetEye User Group 2024

cloud

NetEve
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NETEYE AUTHENTICATIO
Single Sign On

|dP Integration
OpenlD - OAUTH

LDAP - AD |

httos.//www.keycloak.org/
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NETEYE GUIDE

Continous improvement ;

Eya , UserGuide Try new Search Version 4.37
Introduction v
Getting Started v
Monitoring - Detection ~
IT Operation Analytics - ~
Telemetry
SIEM - Log Management X8
Cyber Threat Intelligence - X8
SATAYO Domain related sections
APM - User Experience v The following five items are grouped in this category in the guide as they all refer to domains. In SATAYO each of them has a
single section. For each domain...
Service Management - Incident  ~~
Response
i NetEye Extension Packs ~
Blocked chain notation:
How To v
Symbol Description >> Used to indicate a block, on the left the blocking session/user and on the right the blocked
Troubleshooting L sessionsfusers. Example: axuserl >> axuser2 | Used to separate sessions/users...
NetEye Update & Upgrade ~
Glossary e
i . API Reference
Security Policy
ETW
ETW is an ensemble of aggregate metrics describing main AOSService functions: the name ETW is the abbreviation for
| *Event Tracing for Windows* , the tracing facility on which the agent...

Elasticsearch failing to index certain logs

In this scenario, Logstash, instead of sending the example event to El Proxy, sends an event with a field that does not
match the Elasticsearch mapping definition of the index...

Potentially confidential data

-3
=
(=}
i)
=i
o

The following three items are grouped in this category in the guide as they all may contain sensitive data. In SATA
of them has a single section.

httos.//neteye.guide/
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ANSIBLE

NETEYE CORE
Update, Upgrade, Install via Ansible

ok: [localhost] =»
“dnf_result®: |

"Changed™ : true,

"falled”: fTalse,

{

"msg"
"Tc": @,
"results

‘Installed: icingaweb2-module-alyvix-configurator-8.55.1-1.noazrch
‘Installed: elastic-stack-configurator-1:8.14.3_neteye3.65.8-1.noarch"®,
o ‘Installed: neteye-setup-conflgurator-1:1.139.2-1.noarch”,
PO ral el execull'lon ‘Installed: elastic-blockchain-proxy-configurator-1.3.8-1.noarch”,
‘Installed: icingaweb2-module-tornado-configurator-2.16.4-1.noarch”,

‘Removed: elastic-blockchain-proxy-configuratoer-1.2.5-2.noarch”,

N ofle 'Removed: elastic-stack-configurator-1:8.14.3_neteye3.64.2-1.noarch”,
S I I I l I I e Removed: neteye-setup-configurator-1:1.130 1-1.noarch”,
‘Removed: icingaweb2-module-alyvix-configurator-9.55.8-1.noaxrch”,

e I | b

‘Removed: icingawebd module-tornado configurator-2.15.2-1.noarch”®

Maintainability |

Log ( S ) - d e b U g localhost ok=16 changed=3 unreachable=@ failed=2 skipped=5 rescued=9 ignored=9

GG BEaEadaEsEdEAEERFAEBREGETEdEEREEEREREREREEdBEEEREBEEREE SRR

We are starting the update of NetEye 8

This activity can take a non trivial amount of time

* to complete ;
* Please do not press ctrl+c or other commands -
* until the NetEye update has finished .

R R R R A T N F E R R

You can follow the update logs for every service in the following folder: /neteye/local/os/log/neteye_command/update/20248717-148301

icingaweb? [5/5]) ne in Bs
lcingaweb? -module-tornado [1/1): Done in 5@s
neteye-setup [1/1] e in 14s

snmptrapd-neteye-config [1/3]): Started Playbook

[> cC]» 0:24/00:28 1x

httos.//qgithub.com/ansible/ansible

O,




2 iCINGA

ICINGA DB WEB
Roadmap

]
‘@  Services W (&) x Host Services History Source W o b 4

.
Q 1 < - > 121 = = # 25 - SortBy Custom « 1# (O docker-masteris UP PING OK - Packet loss = 8%, RTA = 0.18 ms for 2d 2h
Q, g > Check Now @ Comment A& Notification w Downtime i Reschedule

. ) [# Process check result
2  Service Name Host Name » Host Address (IPvd) Service Performan...

0 e
swa docker-master 127.0.0.1 @ . v
O P Plugin Output
]
P f — http docker-master 127.0.0.1 PING OK - Packet loss = @%, RTA = B.18 ms
e r O r G n C e l'l ping6 docker-master 127.0.0.1 Services
c z. 0000
S | b . | . 4 disk | docker-master 127.0.0.1 \-) Sarvices !
calabllity : Actions
Ty O icinga docker-master 127.0.0.1
Business Impact
D) O disk docker-master 127.0.0.1 90000
e Comments
ssh docker-master 127.0.0.1
F i | -I- e r O users docker-master 127.0.0.1 Downtimes
O procs docker-master 127.0.0.1
Groups
O random fortune docker-master 127.0.0.1 Linux Servers
O pingd docker-master 127.0.0.1 ® Notifications
Users = leinga 2 Admin
. load docker-master 127.0.0.1
User Groups =2* |cinga 2 Admin Group
O disk dummy-0 127.0.0.1 990000 .
Check Statistics
O ping dummy-0 127.0.0.1 ® hostalive ® docker-master 411s 1.00 ms
Command .ﬁ.ttampts Check Source Exacution time LEtE‘F‘IE'{.I'
ping& dummy-0 127.0.0.1 Now
O pingd dummy-0 127.0.0.1 ® ® ® ®

O,




l Tornado

TORNADO

External Event Integration

https://neteye.guide/current/monitoring/tornado/concepts.html

* Webhooks * Syslog * SMS
* SNMP Traps * Email .




l Tornado

TORNADO

Complex Event Processing

Y =

PHOEMIX

Ay Teaacas: WP Webmne Samne o phesbsanald wp s

L " A © y 1 il 1T . 1 T ! F
Mo pervices found matching e Site ke
B TR
[ ) [ ] ._'| kA - o
l | SG b I | I ty 1K Tearcise Pollal o paakpans 02 wp lan
L : k]

adyrarn_a_staius_cherck phzalyrariwllF wp Lan

adyrar_agd_siaium cherck phealyraomtell p

Event Test

lterator

https://neteye.guide/current/monitoring/tornado/concepts.html
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SNMP MONITORING

AT SCALE
Roadmap (new module)

SNMP MIB Browser
SNMP Inventory

SNMP Polling at a scale
135sec

SNMP Polling in a
distributed way

Dashboard MIBs by Organization All MIBs

SNMP MIB Browser

Nodes (OIDs)

10185832

Resolved / Unresolved

1.114.726 / 71.106

if

=
Lk
]
-
i

T e— e

'
i

all
SOLFVA AKX

r

MIB files

11.168

Total file size / Duplicates

745.61 MiB / 71

CON ' POSTS

Al _
EEEEEEEEESEEEEEDN

Successfully parsed

9635

Failing / Pending
1.533 /0

Database Size

2. 16 GIB

Data / Index
2021.97 MiB / 191.95 MiB

Thanks fo E|R|D§OS ";‘RETELIT




NTOPNG
Release 6.2

Search

1 0
Engagierte Benachrichtigungen

Aktive Gastgeber

Schnittstellen Verkehr

UX Improvemtns

0.00 bps |
veloper |
° 400.00 Kbps
Ifre Attec o
800.00 Kbps [
15/09/2024 15/09/2024 15/09/2024 15/09/2024 15/09/2024
14:34:00 14:34:30 14:35:00 14:35:30 14:36:00
I | . II. . | | |
Top-Gastgeber vor Ort Top Remote-Hosts
Gastgeber Aktueller Verkehr Gastgeber Aktueller Verkehr
10.62.5.10
o o 10.62.6.180
eriodic Repo rts
10.62.6.56
0% Memor
- y
Top-Gastgeber vor Ort vor 1 Woche Top Remote-Hosts vor 1 Woche
Gastgeber Volumen Gastgeber Volumen
255.255.255.255 3.33KB 10.62.8.21

https:f/rdneteys.siwp.lan/neteys/ntopng/ntopng/

Liechtenstein

15/09/2024
14:36:30

16.20 Kbps

16.20 Kbps

12.20 Kbps

12.20 Kbps

6.50 Kbps

6.50 Kbps

409.27 MB

e Y icrs SN R EOE I ETEIETYY £

Sent Revd

15/09/2024 15/09/2024 15/09/2024
14:37:00 14:37:30 14:38:00

Top-Anwendungen

@ Unknown VMware @ TLS @LDAP @ Other

Verkehrsklassifizierung

be



ELASTIC RELEASE 8.15

News

Dashboards

Detection Response
Entity Analysis

Data Quality ECS
Mitre Att&ck

@ elastic

Security Dashboards

Detection & Response

Information about your Alerts and Cases
within the Security Solution, including
Hosts and Users with Alerts.

14 5 7 1,404,514
alerts-security alerts-
default
1 1 1 1837
auditbeat-*
13 a 12 29,182

Data Quality

Check index mappings and values for
compatibility with the Elastic Common
Schema (ECS)

Thie Adachhnard halne yni manitar tha hasalth and narfarmanca af datactinn rulae

0 Secirky = Dashboards
Dashboards B8 DEFAULT
e
Rules 88
[ ———— [
Alerts
Attack discovery
Events
Findings
Cases | ™ ... l B .ll
Timelines Overview
Intelligence Summary of your security environment
activity, including alerts, events, recent
Explore B8 items, and a news feed!
-
Entity Analytics
Entity analytics, anomalies, and threats to
narrow down the monitoring surface area.
CUSTOM
Q1 tag:("Security Solution”)
MName, description, tags
Get started &
[Elastic Security] Detection rule monitoring
Manage B8

@ Untitled timeline | Unsaved

Q1 Find apps, content, and more.

” 5347 2001 M

Kubernetes

Provides interactive visualizations of your
Kubernetes workload and session data.

@ elastic

L
Add integrations
@ Creal
....... ¥ 5240 5303 wam e
b
v Tty senetty
Baallnaaaill | ST T TS B [TH
TRt Wbt 5 Yoo i pekchut vedsbitos by resow
camn 0%

Cloud Security Posture Cloud Native Vulnerability

An overview of findings across all CSP Management

integrations. Cloud Native Vulnerability Management

(CNVM) allows you to identify
vulnerabilities in your cloud workloads.

Recently updated

Last updated -J-

https://neteye.cloud/neteye/kibana/kibana/s/103856/app/security/dashboards?sourcerer=(default: {id:security-solution-103856,selectedPatterns:! (' -elproxysigned-103956-*","* beat-*-103856, ...:{linkTo:1(global), timerange: (from:'2024-08-15T11:56:46.168Z" fromStr:now-1M, kind:relative,to:'2024-09-15T11:56: 46.158 2", toStr:now) ) | &timeline= (activeTab:query,graphEver

https://demo.elastic.co/



% @ elasti
299 elastic

ELASTIC RELEASE 8.15

ES [ QL - Security -
Obser Vab/'//'l‘y Al assistant e R = —

= n Dbsarvabiity  Ovarview © Addintegrations 4§ Al Assistant

it Creating a Tagcloud Visualization for Average Bytes Grouped by Host in Kibana Sample Data Logs

® - : 0

want to visualize the average of bytes from kibana_sample.data_logs grouped by host as a tagcloud

FROM kibana_sample_data_logs

| STATS avg.bytes = A¥G(bytes) BY host

Streamlining the

it g
W
w  Layer configurathon
ae - -
1] Elastic Assistant requested th 1ze.q [# ==
WO r kfl OW fo r U S e rs | I e I I To visualize The average of byles rom kibana_sample_data_logs grouped by host asatagcloud, you can use the follawing ESIQL query
Tag cloud
FROM kibana_sample_data_logs
STATS avg_bytes = AVG(bytes) BY host Togs
[ ] [ ] [ ]
U S I n T e S e rVG I I T o o =
This query will Caliulate ths avirage of the bytes Tild for 0ch Unigue host . Thae result can then be visuplized 4% a 1ageioud, Matric
]
ﬁ ﬁ Yes &) Mo ¢ Regenerale avyy_bytess
@ You executed the function visuslize, query @
" r 1 .
ArTITA Nt Talale
P -.I [ 11l - 1 . 1.1 )
- &1 LAY L | W e T
www.elastic.co seicesicss
host - awg_bytes
] -
‘.‘I Elastic Assistant m
3 the visualization of the average of b na_sample_data_logs grouped by host 23 3 1ag cloud. The size of each tag représents the average bytes for that host
The larger the tag, the highe ast.
Yod 3 ND & Regenérate
R TP Hirme 1

https://demo.elastic.co/
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ALYVIX SYNTHETIC
MONITORING

Quantify your user experience

Workflow Test case
Run Bots

Analyze - Insights

Actions

Alyvix
Tost Cazos Documantation
Haealth Lecense
Failing 10 Ly S 14 T o
&
2 6
a8 17
Oipeeni. Teera? Casiag Ot Wikt
Tost Casas that need action Mastlos that need action Seigicng that noaad sclion Licanses thal need action
Targd T Hada

- "
= ¥

P& 2 0 2 @ @ Y

https://alyvix.com/
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NETEYE
QOutlook...

* Introduce two weeks Sprint Release for fast reaction

* Update - Upgrade with Ansible without standby node
* Blockchain for SOC ADS - GDPR

* OAUTH for all internal modules

* Move from PCS Cluster to Appl. Cluster, no DRBD

* RedHat OS @

* Integration of all modules

* Tornado
— Usability
— Enrichments with Icinga Objects

* Security (external assessments, internal reviews, internal audits)

NetEye User Group 2024

WITH DEVOPS ADOPTION
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