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Agenda

o AI: a new era of cyber risks

o Exploiting AI for fun and profit

o AI assessment tools

o Q&A
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AI: a new era of 
cyber risks

Artificial Intelligence 
is here to stay.

It enables automation at scale,
decision-making at speed, and
adaptability beyond anything we've
built before.

But with this power comes a 
dangerous shift in the threat 
landscape.

Adversaries are evolving,
attack surfaces are exploding,
and trust is easier to break
than ever before.

The era of AI-driven offense has begun.
Are we ready to defend against it?
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Exploiting AI
for fun and profit

As offensive security specialists, it is our responsibility 
to thoroughly analyze these systems and identify the 
methods adversaries might employ to compromise 
them.

What follows are a series of practical demonstrations 
based on our red team’s research into the security of 
AI systems.

"To know your enemy, you must become your enemy."
— Sun Tzu, The Art of War
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Data Leaks Prompt Injection AI-Powered Malware

Exposed Inference 
Instances

Model Iversion/Data 
Exfiltration MLOps Attacks

Attack Vectors
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Leaked secrets in code
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Exposed Inference Instances
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Phishing via Prompt Injection
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Data Exfiltration via Prompt Injection
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MLOps Attacks
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AI-Powered Malware
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Adversarial Attacks
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AI assessment tools

Fortunately, both the industry and the research
community are already developing tools and
frameworks to support security professionals in
conducting more effective and impactful
assessments of AI systems.

All is not lost!

These solutions include AI-specific red-teaming
tools, threat models, and testing frameworks,
along with collaborative efforts to create
benchmarks and datasets for evaluating AI
security.
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LLM AUDIT: Garak
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Garak Report
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LLM GUARDRAILS



Thank Thank You for your attention

Q&A Time!
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